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[lepexBaTt TpaduKa Ha UHTEpence
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The Wireshark Network Analyzer [Wireshark 1.10.2 (SVN Rewv 51934 from ftrunk-1.10)]
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Weorkwith Wiresharkas securely as possible




[lepexBaTt TpaPuKa Ha MHTepPpeunce

e #usermod —a —G wireshark user

* Unn 3anyckaTtb wireshark nopg root



dopmupyem naket

(user@host:"’SteInet ya.ru 80

Trying 213.180.193.3... 1
Connected to ya.ru.
scape character is 'l

Trololo 2

html>
<head><title>400 Bad Request</title></head>
<body bgcolor="white">
<center><h1>400 Bad Request</hB;</center>
<hr><center>nginx</center>
</body>

</html>
Connection closed by foreign host. 4




[TpocMOTp 3axBayeHHOro TpadPuKa

A o *wlan0 [Wireshark 1.10.2 (SVN Rev 51934 from /trunk-1.10)] )
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
T rF= - = 1= -\ — , J
©® 4 HT1 O€ & ¢ A4 Y EE @B MM fS e
Filter: v | Expression.. Clear Apply Save

. Deskination . Protocol Lenﬁth - Info -
Broadcast 42 who has 10.30.40.2547 Tell 10.30.40.50
0 57 - 0.25 MONS =
. 004946000 aB:f33:8e5:80b5 ffoz2::fb
5 0.035913000 fes80::a6:f33:8e5:89b5 ffoz2::fb MONS 307 Standard query response Ox0000 PTR _apple-mobdevz. tcp.local PTR, cache f°
6 0.322800000 10.30.40.50 239, 255.1255.1250 SSDP 175 M-SEARCH * HTTP/1.1
7 on TXT, flush PTR afest
8 0.330286000 fes80::a6:f33:8e5:8%b5 ffoz::fb MONS 364 Standard query response ©x0000 TXT, cache flush PTR 68:09:27:da:9d:6d@fest
10 0.631377000 feB0::c491:9c53:5Tha:e Tf02::c SSDPb T M-SEARCH * HTTR/1.1
11 0.925540000 fe20::4cld:3ebe:c5as:t ffo2::1:2 DHCPvE 1§2 Solicit XID: Ox8cad82 CID: 00010001199fd3o6l4dasS8edlef
12 1.551397000 fes0::a6:f33:8e5:8%bs ffoz::fb MDNS 520 Standard query response Ox0000 TXT, cache flush PTR 68:09:27:da:9d:6d@fes:
13 1.859483000 10.30.40.55 10.30.40.255 DB-LSP-D1 144 Dropbox LAM sync Discovery Protocol
2.170297000 AsustekC_8e:dl:8f Broadcast ARP 60 Who has 10.30.40.777 Tell 10.30.40.51
175 000 16 57 ; 0. 2" MDNS 537 Standard query response © TXT, cache flush PTR _a
2.180676000 fe80::a6:f33:8e5:89b5 ffoz::fb MONS 557 Standard query response Ox0000 TXT, cache flush PTR _apple-mobdevz2._tecp.le
17 3.084916000 10.30.40.83 10.30.40.255 NENS 92 MName query NE PC<20=
18 3.086079000 Supermic_58:2e:5a Broadcast ARP 60 Gratultous ARP for 172.17.1.10 (Request)
19 3.088121000 10.30.40.50 235.255. 255. 250 SSDP 175 M-SEARCH * HTTR/1.1
A A AT L iSOl D S Do 1

T

v Ethernet II, Src: Apple da:od:6d (68:09:27:da:od:6d), Dst: IPvdmcast 00:00:fb (01:00:5e:00:00:fh)

v Destination: IPv4mcast_00:00:fb (01:00:5e:00:00:fh)
Address: IPv4mcast_00:00:fb (0l:00:5e:00:00:fb)

= LG bit: Globallv unioue address (factorv default)

S0 bd Us UL 4 919 we waalla L el E.

0010 0l 11 8c 61 00 00 ff 11 1b 28 0Oa le 28 39 e0 0O = T

[a
CEEOAC TR NG

0020 00 fb 14 e9 14 e9 00 fd dO 45 00 0O 84 0D 0O 0O .. el WEl
0030 00 03 00 00 00 02 09 5f 73 65 72 76 69 63 65 73 ....... _ services
0040 07 S5f 64 6e 73 2d 73 64 04 5f 75 64 70 05 6¢c &f ._dns-sd ._udp.lo

Fatal—tat =L T = T — PO Vo W Vo T o P . Yo W AN AN 11 mA An e ne oF |

6 @ File: "/tmp/wireshark_pcapng_wlan0_20... - Packets: 4355 Displayed: 4355 (100.0%) * Marked: 1 (0.0%) : D... - Profile: Default




[TpocMOTp 3axBayeHHOro TpadPuKa

r o *wlan0 [Wireshark 1.10.2 (SVN Rev 51934 from /trunk-1.10)] & & &
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
rF= - = 1= ) — . , J
©® M ENOC we Y EH acaaBl @M <, B
Filter: v | Expression..
MNo. : Time : Source : Deskination : Protocol © Length : Info D

—

0. 000000000

IntelCor_le:ae:fl

Broadcast

42 wWho has 10.30.40.2547
s

Tell 10.30.40.50

:27ff:feda:9d6d. _apy

3 0.004946000 fe80::a6:133:8e5:85hs ffoz2::fb le 240 Standard guery 0x0000 ANY B8:00:27:da:9d:6d@fe80: : 6309

/ € Wireshark: Find Packet ¥ & X .
5 0.035913000 fes80::a6:f33:8e5:89b5 ffoz2: A ~ 1yx0000 PTR _apple-mobdev2._tcp.local PTR, cache f
5 0.322800000 10.30. 239.28 Find

C 17 )

8 0.330286000
10 0.831377000
11 ©.525540000
12 1.551397000
13 1.859483000
2.170257000

175
180676000

40.50

By:

Display Filter Hexvalue o) String

TXT, e
x0000 TXT, cache flush PTR &8

feB0::a6:f33:8e5:85b5 ffoz: 2 :
fTrololo
fe80: :c491:9¢53:5fba:e ffo2: : N
fed0::4cld: 3ebe:c5ag::t search In F rm dons Direction 1 00010001199 d39614daeosedlaf
fe80: :a6:f33:8e5:8%9b5 X000 TXT, cache flush PTR &8
10.30.40.55 _) Packet list | Case sensitive JuUp | elly Protocol
) Packet details || Character width: e Down | e L 10.30.40.61

10

1a6:f33:8e5:89b5

AsustekC_8e:d1:8f

. Packet bytes Narrow & wide

TXT, cache f1
0000 TXT, cache flush PTR

flush PTR &8:

109:27:da:

109:27:da:

sh PTR _apple-mobde

a:9d:6d@fest

od:5d@fest

od:6d@fest

2. feB0: : _apple-mobdevz._tep. Lt
17 3.084916000 10.30.40.83 |
18 3.086079000 Supermic_58:2e:5a 7.1.10 (Request)
19 3.088121000 10.30.40.50 5 A
202 207197000 10 20 40 o 10 20 a0 ooo nE_Lsn o 162 _Deanl LB mume DA - 1 e
» Frame 4: 287 bytes on wire (2296 bits), 287 bytes captured (2296 bits]) on interface 0 2
v Ethernet II, Src: Apple da:od:6d (68:09:27:da:od:6d), Dst: IPvdmcast 00:00:fb (01:00:5e:00:00:fh)
v Destination: IPv4mcast_00:00:fb (01:00:5e:00:00:fh)
Address: IPv4mcast_00:00:fb (0l:00:5e:00:00:fb) -
e a0l el = LG bit: Globallv unioue address (factorv default) v
|0oe0 01 00 Se 00 00 fb 68 09 27 da od &d 08 00 45 O Aok toimLLEl %
0010 0l 11 8c 61 00 00 ff 11 1b 28 0Oa le 28 39 e0 0O =N
0020 00 fb 14 e9 14 e9 00 fd d0 45 00 00 84 00 0O QO Eeealn
0030 00 03 00 00 00 02 09 5f 73 65 72 76 69 63 65 73 ......._ services
0040 07 S5f 64 62 73 2d 73 64 04 5f 75 64 70 05 6c 67 ._dns-sd ._udp.lo -
Fatal—tat =L T = T — PO Vo W Vo T o P . Yo W AN AN 11 mA An e ne oF | W
ef"_*f File: "/tmp/wireshark_pcapng_wlan0_20... - Packets: 4355 Displayed: 4355 (100.0%) * Marked: 1 (0.0%) : D... - Profile: Default



[lepexBaTt TpaPUuKa Ha MHTepdeunce

*wlan0 [Wireshark 1.10.2 (SVN Rev 51934 from /trunk-1.10)] ¥ o &

VEE el @@ ¥»5 k

: S : Protocel : Length : InfFo
. 787050000 10.30.100.10 10.30.40.107 DNS 126 Standard guery response 0x3f35 PTR 135-23- 155-86.cpe.pppoe.ca

371

38 1.787976000 10.30.100.1 10.30. 40. 107 DNS 126 Standard guery response 0x3f35 PTR 135-23-155-86.cpe.pppoe.ca

39 1.7 0 10.30.40.107 10.30.100. 1 ICMP Destination unreachable (Port unreachable)

40 1.847176000 Supermlc_S58:2e:5a Broadcast ARP 60 Gratultous ARP for 172.17.1.10 (Request]

41 1.856412000 135.23.155.86 10.30. 40. 107 BitTorrer 760 Extended

42 1.856477000 10.30.40.107 135.23.155.86 TCP 66 44533 > 17841 [ACK] Seq=74 Ack=796 Win=30592 Len=0 TSval=3738953 TSecr=504:
43 1.8891769000 50.53.181.148 10.30.40.107 BitTorrer 162 Handshake

44 1.891837000 10.30.40.107 S0.53.181. 148 TCP 66 38192 = 18913 [ACK] Seq=59 Ack=98 Win=29200 Len=0 TSval=3738962 TSecr=5881°
45 1.939188000 135.23.155.86 10.30. 40. 107 TCP 66 17841 = 44533 [FIN, ACK] Seq=796 Ack=74 Win=16384 Len=0 TSval=5042412 TSeci
46 1.939259000 10.30.40.107 135.23.155.86 BitTorrer 187 Extended

47 1

.029345000 10.30.40.107 135.23.155.86 TCP 66 44533 = 17841 [FIN, ACK] Seq=185 Ack=797 Win=30592 Len=0 TSval=3738974 TSe:
0 10.30 7 74.2 74 [TCP Retransmission] 44 E 1 [syn] S jin= 0 Len=0 L48L o
036053000 10.30.40.107 50.53.181.149 BitTorrer 7

49 2 1 Continuation data

50 2.0360B6000 10.30.40.107 18.30.100. 10 DNS 86 Standard query 0x3753 PTR 149.181.53.50.1n-addr.arpa

51 2.055749000 10.30.100.10 10.30. 40.107 DNS 144 standard guery response 0x3753 PTR static-50-53-181-149.bvtn.or.frontierns
2.094191 35.2 10.30. 40. 107 17841 = 44533 [RST, ACK] Seq=797 Ack=195 Win=0 Len=0

53 2.141675000 feB80::c491:9c53:5fba:e ff02::c SSDP 208 M-SEARCH * HTTP/1.1

54 2.143219000 10.30.40.81 10.30.40.255 MNBNS 92 MName query MNE WPAD=0O=

55 2.210507000 50.53.181.149 10.30.40.107 BitTorrer 789 Extended

S5 9 S1ASIEARA- 1A F60 AR 10 SR 52 191 1an Ten 6 20163 = 18012 [ack] San—74 ncl—221 LWin—A0AEE | an—0 TEual 2720049 TEacn-—520]

| > Frame 2: 208 bytes on wire (1664 bits), 208 bytes captured (1664 bits) on interface ©
» Ethernet II, Src: Apple dd:48:7b (7c:dl:c3:dd:48:7b), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
> Internet Protocol Version 4, Src: 10.20.40.109 (10.30.40.109), Dst: 255.255.255.255 (255.255.255.255)
» User Datagram Protocol, Src Port: db-lsp-disc (17500}, Dst Port: db-lsp-disc (17500)
> Dropbox LAN svnc Discoverv Protocol

|oooo  ff ff ff ff ff ff 7c dl c3 dd 48 7b 08 00 45 0O ...... |. ..H..E.
0010 00 c2 32 75 00 00 40 11 15 2c Oa le 28 6d ff ff C2uL L@ L, (e
0020 ff ff 44 5c 44 5c 00 ae a4 77 7b 22 68 6f 73 74 L.DADV. . ow{"host

0030 Sf 69 Be 74 22 3a 20 33 30 33 39 32 37 36 32 31 _int": 3 03927621
0040 2c 20 22 76 65 72 73 69 6f 6e 22 3a 20 Sh 31 2c , "versi on": [1,

Fata'—ta T T T T — P e PO T T T = B~ b L Tl Lo W =P =% B T S P B - | ol Haola  —m

O |"_’r File: "ftmp/wireshark_pcapng_wlan0_20... : Packets: 66 ' Displayed: 66 (100.0%) ' Dropped: 0 (0.0%) : Profile: Default

<>



[MepexBaTt TpadunKa Ha nHtepdemnce (3)

r *wlan0 [wireshark 1.10.2 (SVM Rev 51934 from /trunk-1.10)] ¥ & &

4 Y BE

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

LAq B @M ke

> Transmission Control Protocol, Src Port: 46234 (46234), Dst Port: http (80), Seq: 1, Ack: 1, Len: 627
» Hvoertext Transfer Protocol
—— =

Filb 4 v | Exfression.. Clear Apply Save
No I T : ¢ Deskination ¢ Protocol ¢ Lenagth : Info =
6 1.548587000 teB0::c4891:9¢c53:5tbae 1102 :c SSDP 208 M-SEARCH * HTTP/1.1
7 1.850914000 10.30.40.97 238.255. 255. 230 SSDP 175 M-SEARCH * HITR/1.1
TR e e e T —————
4,372615000 91.203.99.36 10.30.40,107 HT TR/ XML 551 HTTP/1.1 200 OK
4,514989000 10.30.40.107 212.58.244.689 HTTF 1181 GET /news/world/ HTTP/1.1
4.619053000 fe80::c491:9c53:5fha:e ff02::c SSDP 208 M-SEARCH * HTTR/1.1
4.,626087000 10.30.40.97 235.255. 255. 250 SSDP 175 M-SEARCH * HTTR/1.1
4,780230000 10.30.40.107 23.3.90.194 HTTP 485 GET /emp/bump?emp=worldwide&enableClear=1 HTTP/1.1
4.805405000 23.3.90.194 10.30.40.107 HTTF 721 HTTP/1.1 301 Moved Permanently (text/html)
4.827472000 10.30.40.107 23.32.90.194 HTTP 570 GET /jemp/releases/bump/revisions/905298/embed. js?emp=worldwide&enableClear:
4,850188000 23.3.90.194 10.30.40, 107 HTTP 310 HTTP/1.1 304 Not Modified
4,862053000 10.30.40.107 23.3.90.201 HTTF 501 GET /media/images/73334000/]pg/_73334019_neesonap2.jpg HITP/1.1
4.8B87766000 23.3.90.201 10.30.40.107 HTTF 1294 HTTP/1.1 200 OK (JPEG JFIF image]
a. / / -
1020 4.922677000 fe80::e523:a849c:279a:: T102::c SSDP 153 M- SEARCH *
1021 4.927007000 10.30.40.95 239.255.255. 250 SSDP 139 M-SEARCH *
1022 4.931257000 feB80::e523:a408c:279a:¢ ff02::c SSDP 185 M- SEARCH * o =
i o e 7 =t T e e 1 e — — i o 1
['> Frame 609: 693 bytes on wire (5544 bits), 693 bytes captured (5544 bits) on interface 0 )=
» Ethernet II, Src: IntelCor_46:e4:48 (c4:85:08:46:e4:48), Dst: Cisco_94:54:c8 (18:33:9d:94:54:¢8)
> Internet Protocol Version 4, Src: 10.30.40.107 (10.30.40.107), Dst: 91.203.99.36 (91.203.99.36)
A
~

0010 02 a7 3a b5 40 00 40 06 Oc 23 0a le 28 60 Sb cb PRI C P C I 4 T I
0020 63 24 b4 Sa 00 50 af 71 e9 3f 68 eb 17 7b 80 18 c%...P.q .7h..{..
0030 00 e5 92 76 0D 00 01 Ol 08 0a 00 39 d3 95 63 28 ...v.... ...9..cC.
0040 63 f0 47 45 54 20 2f 3f 68 6f 73 74 3d 77 77 77 c.GET /7 host=www A
Fatal~tat e P L T =L T L Tl P L T 2 S P B = S T o T = B =P T B 1~ bl m  mm tale Ol il o v

e t’r File: "/emp/wireshark_pcapng_wlan0_20... - Packets: 6642 Displayed: 74 (1.1%) ' Dropped: 0 (0.0%) . Profile: Default



[MepexBaT TpaduKa Ha uHTepdence (4)

A *wlan0 [wireshark 1.10.2 (SVN Rev 51934 from /trunk-1.10)] Y & &
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

© ® 4 LT Q€ & <¢ AP EE acalf @® ¥y B

Filcer: |htkp ~ | Expression.. Clear Save
Mo, : Time : Source ¢ Deskination ¢ Protocol ¢ Lenagth : Info
6 1.548587000 fe80::c491:9c53:5fha:e ffo2::c SSDP 208 M-SEARCH * HTTP/1.1
7 1.850914000 10.30.40.97 238.255. 255. 230 SSDP 175 M-SEARCH * HITR/1.1
14 2.77265959000 10.30.40.89 239.255.255. 250 SSDP 175 M-SEARCH * HTTR/1.1
Marlk Packet (coggle)
4,333363000 10.30.40.107 212.58.244.67 HTTP 882 GET /news/worl(
4.372615000 91.203.99.36 10.30.40. 107 HT TP,/ XML 551 HTTP/1.1 200 of  !anore Packet (toggle)
4,514989000 10.30.40.107 212.58.244.689 HTTF 1181 GET /news/worl O Set Time Reference (toggle)
4.619053000 fe80::c491:9c53:5fbaze FF02: :c SSDP 208 M-SEARCH * HTTI (D) Time shift...
4.,626087000 10.30.40.97 235.255. 255. 250 SSDP 175 M-SEARCH * HTTI
& Packet Comment..,
4,780230000 10.30.40.107 23.3.90.194 HTTF 485 GET /femp/bump?f 1.1
4.805405000 23.3.90.194 10.30.40.107 HTTP 721 HTTP/1.1 301 M  ManualiyResolve Address
4.827472000 10.30.40.107 23.3.90.194 HTTP 570 GET /emp/releai  applyasFilter 3 Jstemp=worldwide&enableClear:
4,850188000 23.3.90.194 10.30.40, 107 HTTP 310 HTTR/1.1 304 M X
Prepare a Filcer >
4,862053000 10.30.40.107 23.3.90.201 HTTF 501 GET /media/imar nap2.jpg HITR/1.1
Conversakion Filter >
4.887766000 23.3.90.20 10.30.40.107 HTTF 1294 HTTR/1.1 200 Of
4 44 10 9. 1¢ '
4.922677000 fe80::e523:a489c:27%a:¢ ff02::c SSDP 153 al; >
1021 4.927007000 10.30.40.95 239,255, 255. 250 SSDP 139 ,-,mst rea m
1022 4.931257000 feB80::e523:a408c:279a:¢ ff02::c SSDP 185 llow UDP Strear .
L 1022 A nD':AI:."!nnn 1020 A0 05, 220 "!l:.l-_\. e =4 = | =a'} conn 1“_:'1 - W
| > Frame 609: 693 bytes on wire (5544 bits), 693 bytes captured (5544 bits) on interface © LD ] 2
» Ethernet II, Src: IntelCor_46:e4:48 (c4:85:08:46:e4:48), Dst: Cisco_94:54:c8 (18:33:9d:94:54:c¢ Copy >
> Internet Protocol Version 4, Src: 10.30.40.107 (10.30.40.107), Dst: 91.203.99.36 (91.203.99.3€
Protocol Preferences >

> Transmission Control Protocol, Src Port: 46234 (46234), Dst Port: http (80), Seq: 1, aAck: 1, L

N
» Hvoertext Transfer Protocol ‘% Decode As..

(0000 18 33 9d 94 54 c8 c4 85 08 46 e4 48 08 00 45 00 .3..T... .F.H..E. L=

0010 02 a7 3a b5 40 00 40 06 Oc 23 0a le 28 60 Sb cb PRI C P C I 4 T I s Bt i e

0020 63 24 b4 Sa 00 50 af 71 e9 3f 68 eb 17 7b 80 18 c%...P.q .7h..{..

0030 00 e5 92 76 0D 00 01 Ol 08 0a 00 39 d3 95 63 28 ...v.... ...9..cC.

0040 63 f0 47 45 54 20 2f 3f 68 6f 73 74 3d 77 77 77 c.GET /7 host=www 2
Fatal~tat e P L T =L T L Tl P L T 2 S P B = S T o T = B =P T B 1~ bl m  mm tale Ol il o v

@ |"'_’f File: "/emp/wireshark_pcapng_wlan0_20... - Packets: 6642 Displayed: 74 (1.1%) - Dropped: 0 (0.0%) - Profile: Default



[MepexBaTt TpaduKa Ha nHtepdemnce (5)

I 4©

*wlan0 [wireshark 1.10.2 (SVM Rev 51934 from /trunk-1.10)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

r= L] == T — *
©© 4 ENO0C we >~ aYEE acald @M ¢5 ke
Filcer: |htkp v | Expression.. Clear Apply Save
Mo, : Time : Source : Deskination ¢ Protocol ¢ Lenagth : Info

6 1.548587000 fe80::c491:9c53:5fha:e ffo2::c SSDP 208 M-SEARCH * HTTP/1.1
7 1.850914000 10.30.40.9] ‘ P Follow TCP Stream 22
i
14 2,.7726559000 10.30.40.8¢ T ——
- N
618 4.333363000 10.30.40.1( ’GI:—I' /7host=www.bbc. co.uk&hdn=":2B9q] cvifZKRSLVS4HrsdFg== HTTP/1.1
628 4.372615000 O1.203.99.° User-Agent: Opera/9.80 (X11; Linux xB6_64) Presto/2.12.388 Version/12.16
Host: sitecheck2.opera.com
703 4.514985000 10.30.40. 1 Accept: text/html, application/xml;q=0.9, application/xhtml+xml, 1mage/png, 1mage/
752 4.619053000 fe80::c491 W \webp, image/jpeg, image/gif, fma = +
755 4.626087000 10.30.40.9) f |Accept-Language: en-US,en;q=0
882 4.780230000 10.30.40.1( | Accept-Encoding: gzip, deflat
e —— Cookile: _ gads=ID=23c28aSc415eb845:T=1392791330: S=ALNI_MbLAEv2IBk IEdZ1vEvOnpo_10QxJkg;
) it | | utma=122269525. 1937381613, 1392791323, 13592791323, 1392804735, 2;
926 4.827472000 10.30.40. 108 | tmz=122269525.1392791323. 1. 1.utmcsr=(direct)|utmccn=(direct) |utmemd=(none)
937 4.850188000 23.3.90.19¢ ‘ngnection: Keep- Alive
943 4.862053000 10.30.40.1(
4.8B7766000 23.3.90.20] 7ol 2lils) @
Server: Apache
4 B Cache-Control: max-age=7200 I
1020 4.922677000 fe80::e523) | Wary: Accept-Encoding
1021 4.927007000 10.30.40.9: | [Content-Encoding: 9215
Content-Type: text/xm
1022 4.931257000 fe80::e523)
i W e T B T o W | =~ T T T 12 h=Tat jﬁ (=19 Content-l_ength: 15?
r - Date: Tue, 04 Mar 2014 10:31:50 GMT
> Frame 609: 693 bytes on wire | |y yarnish: 3129658075 3128033964
» Ethernet II, Src: IntelCor_46 | |Age: 348
Wias 1 1 uarnich

> Internet Protocol Version 4,

> Transmission Control Protocol
Protocol

cB c4
oo 40
50 af
00 01
20 2f

-

» Hvpertext
[oooo 18 33
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File: "/emp/wireshark_pcapng_wlan0_20... -

(x

Entire conversation (1112 bytes)

&b Find MSa\regs I*E‘r'Erint ) Ascll . EBCDIC . HexDump . CArrays *) Raw
|
| E'HE\D [ Filter out This Stream eglose

C.GET /7 host=www
[N S, ale Ol o

Packets: 6642 Displayed: 74 (1.1%) ' Dropped: 0 (0.0%) . Profile: Default

TR/1.1
id. js7emp=worldwide&enableClear:

isonap2.jpg HITR/1.1

5

)> <>

> 320



[Tpnmepsbl PUNBLTPOB

CTpaHMUa He HandeHa:
http.response.code == 404
Hauvano TCP ceccuu:
tcp.flags.syn ==
ObpauieHune K DNS cepsepy:
udp.port == 53
Bbibop BCcEX MaKETOB U3 KOHKPETHOMU CEeTU:
ip.dst==10.30.40.0/24
[Tpon3BONbHbIE NPEeANKATI:
eth.addr[3-4] == 00:08 && udp.srcport==23



TCP

* Wireshark no ymon4yaHuio noka3sbiBaeT
OTHOCUTE/IbHblE HOMEepa NOC/1e40BaTE/IbHOCTH

* Edit->Preferences->Protocols->TCP->Relative
Sequence Numbers OTKNOUYUTD



3apaHue (TCP)

3anycTuUTb 3aXBaT NaKeToOB

OTnpaBuTb MPOU3BOJIbHYIO CTPOKY Ha
vandex.ru:80 npu nomowu telnet, poxkaatbea
OTBeTa OT yandex.ru

OCTaHOBUTb 3aXBaT NakeTos

Mpu nomowm dunbTpa oToO6Pa3UTb TONILKO 3TY
TCP-ceccuio

OTPunbTPOBATHb TO/IbKO NaKeTbl OT yandex.ru

Onpenenutb sequence number TCP-cermeHTa,
coaeprauwero Bad Request



3apaHune (ARP)

* Onpepgenntb npu nomouwmn wireshark MAC-
aJlpec WJ/03a NO YMONYAHUIO



3apaHune (ARP)

Onyctutb wlan

3anyCcTuTb 3aXBaT NaKeToB Ha wlan

MoaHATb wlan, NogoXaaTb HECKONBKO CEKYHA
OCTaHOBUTb 3aXBaT NAKeTOB

OTtdunnbrpoBatb ARP

Hantn naket ARP (ARP-oTBeT), B KOTOpOM
yKa3aH MAC-aapec wnto3a Nno YMOAYaAHUIO



3apaHue (DHCP)

* Onpepenntb IP-aapec, npeanaraembiu
Bawemy xocty DHCP-cepsepom

* [MoackasKka: ¢unbTpoBaTb No bootp



[locTpoeHune KoHPUrypaumm cetm no
3aJaHHOMY Habopy *.pcap ¢pannos

* Wireshark no3sonaet coxpaHaTb 1 OTKpbIBATb
AAaMnMbl ceTeBoro Tpaduka mu3 damnos *.pcap
(Packet CAPture)

MoaenbHaa 3aaa4a:

* [lycTb 3a4aH Habop *.pcap dannos, NOYYEHHbIX
NyTEéM 3axBaTa TPaPUKa Ha KaXKAOM CETEBOM
MHTEpdence XoCcToOB U MapLLUPYTM3aTOPOB CETH.
Heobxoanmo BOCCTAaHOBUTb TOMOJIOTMIO CETU U
nyTV nepenaymn NOTOKOB Yepes CeTb.



[TpocmaTpuBaem panbl

A network1-0-0.pcap [Wireshark 1.10.2 (SVN Rev 51934 from /trunk-1.10}] ) )X
File Edit View Go Capture Analyze Stakistics Telephony Tools Internals Help

(=0 i O C & ¢ A Y BHE e afF M &k
Filter; w  Expression...

Mo, © Time . Source : Desktination i Protocol © Length : Info

| |
2 0.200011 00:00:00 _00:00:09 00:00: 00 00:00:0a ARP 64 10.0.1.1 is at 00:00:00:00:00:09 [ETHERMET FRAME

. 306988 00:00:00_00:00:09 Broadcast ARP 54 who has 10.0.1.27 Tell 10.0.1.1 [ETHERNET FRAME
. 3065588 00:00:00_00:00:0a 00:00:00_00: 00: 09 ARP 54 10.0.1.2 15 at 00:00:00:00:00:0a [ETHERNET FRAME

49153 Destination port:

SRS —

> Frame 1: 64 bytes on wire (512 bits), 64 bytes captured (512 bits)
> Ethernet II, Src: 00:00:00 00:00:0a (00:00:00:00:00:0a), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
> Address Resolution Protocol (reguest)

cooo  ff ff ff ff ff ff 0O 0O 0D OO OC Da OB 06 00 01 ........
QOlo 08 00 05 04 00 Ol 0D Q0 0O 0O 0O 0a 03 0D 01 02 ........
ooz ff ff ff ff ff ff ca 00 0l 01 OC OO 0O QO 0O OO ........
0030 00 00 00 OO 00D COD 0D QO 00 00 00 00 00 00 02 02 ........

@ &9 File: "/home/eugenefexamples/logfnet... : Packets: 66 Displayed: ... : Profile: DeFaulkt



MHPopmauma o cetu

ANropuTM aHa/sIn3a NAKeTOB:

1. 3anucaTtb B Tabaunuy Bce MAC agpeca n3 gamna
2. CootHectt MAC n IP agpeca no ARP npoTtokony
3. 3anucatb MHPOPMaALUIO O BCeEX coeanHeHunsax L4

1 00:00:00:00:00:0a 10.0.1.2
2 1 00:00:00:00:00:09 10.0.1.1
3 10.0.2.2
4 10.0.0.3

1:49153 4:234
2 3:49153 1:432 UDP 1-2



[locne aHanun3a sBcex Tabaunu,...

00:00:00:00:00:0a
00:00:00:00:00:09
00:00:00:00:00:0c
00:00:00:00:00:05
00:00:00:00:00:07
00:00:00:00:00:03
00:00:00:00:00:01
00:00:00:00:00:0b

0 N o ul A W N B
W N N N N W - -

10.0.1.2
10.0.1.1
10.0.2.2
10.0.0.3
10.0.0.4
10.0.0.2
10.0.0.1
10.0.2.1

1:49153 4:234
2 3:49153 1:432 UDP
3 4:49153 5:789 TCP

1-2,7-4
3-8, 6-7, 1-2
4-5



3aBUCUMOCTU MeXKay AOMeHaMU

2

<



PacnonoxeHune nHtepdpencos

Interface #4
00:00:00:00:00:05
Interface #1 10.0.0.3
00:00:00:00:00:0a

10.0.1.2

Interface #3
00:00:00:00:00:0c
10.0.2.2

==

Interface #5
00:00:00:00:00:07
10.0.0.4



[1lpOK/1aAKa MapLUPYTOB

Interface #4
00:00:00:00:00:05
Interface #1
00:00:00:00:00:0a
10.0.1.2

Interface #3
00:00:00:00:00:0c
10.0.2.2

Interface #5
00:00:00:00:00:07
10.0.0.4



